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1. NICDSign installation in Windows

The following are the prerequisites for installing NICDSign utility:
e Oracle Java 8 Java Runtime

e Driver for DSC token in Windows

1.1. DSCtokendriverinstallation

The installation process for ProxKey token driveris explained. Other DSC tokens will have a similar setup
for token driver installation.
Connectthe DSC token. Open This PC from start menu. Now right click on (WD ProxKey) Icon and choose

option “Install or run program from media”
CD Drive (F:) WD PROXKey
0 bytes free of 1.60 MB
CDF5

Install the driver by completing the setup. Once the installation is complete, an installation completed

Install or run program from your media
Open AutoPlay...

window is shown. Click on Finish button.

& Install ProxKey Token Tool —

W PRO¥Key Token Tool installed successfully
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1.2. NICDSign installation

Important: - Make sure to uninstall any previous versions by running the uninstallation from
control panel for the program DSCService.

1. The token driver installation in the previous step must be completed successfully before

installing the NICDSign utility. Double click on this icon to install NICDSign software.

W NICDSign.exe

2. Aninitial message is shown to configure browser before installation. See Browser Configuration

section. Click ok to proceed to next install stage.

Setup ot

Installation. The browser configuration is provided in the

o Please complete your browser configuration before
MICDSign Installation Manual.
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3. Complete the Installation process by clicking ‘Next’ button to complete the installation of

NICDSign.

i Setup - NICDSign version 1.8 —

Select Destination Location
Where should NICDSign be installed?

Setup will install NICDSign into the following folder.

To continue, dick Mext, If you would like to select a different folder, dick Browse.,

": rogram Files (x85)\MICDSign Browse,..

At least 21.9 MB of free disk space is required.

i Setup - NICDSign version 1.8 —

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing MICDSign,
then dick Mext.

Display MICDSign Installation Manual;
Additional shortcuts:
Create a desktop shortout
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4. Click on Next to install to Default location and to proceed to next stage.

il Setup - NICDSign version 1.8 —

Ready to Install
Setup is now ready to begin installing NICDSign on your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:'Program Files (x36)\NICDSign

Additional tasks:
Display MICDSign Installation Manual
Additional shortouts:
Create a desktop shortcut

< Back Cancel

5. Click on the Install button to install the NICDSign software. Once the Installation is complete, a
window appears as shown below indicating the setup is complete. Click Finish to launch

NICDSign.
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gl Setup - NICDSign version 1.8 —

Completing the NICDSign Setup
Wizard

Setup has finished installing MICDSign on your computer, The
application may be launched by selecting the installed
shortouts,

Click Finish to exit Setup.

.......................................

6. After successful installation, an icon for NICDSign will be seen at the right side of the taskbar

with status as Running (if the token is plugged in). To change the token driver configuration,

right click on the NICDSign icon and click on Settings.

MICDSign
Status : Running

[awrss |

About

1350

A ENG
e 22-09-2018

7. Awindow appears with title NICDSign Settings. Select the appropriate token driver and click on

Save button.

¥ NICDSign Settings — X

If DSC token is not listed below,
Select Custom and provide path to the driver

Select DSC token TNUST Trustkey

Token Driver s\System32\TRUSTKEYP11_ND_v34.dll
e
[v| See What You Sign Feature L Save

National Informatics Centre, Kerala State Centre



8. If the token availableis not listed in the predefined USB token list, select the Custom option.
Then click on the folder icon to manually select the matching driver file for the custom token.

Select the appropriate file and click Save button to save the driver.

¥ NICDSign Settings — 74

If DSC token is not listed below,
Select Custom and provide path to the driver

Select DSC token Custom v

Token Driver C:\Windows\System32\SignatureP11.dll ]

See What You Sign Feature Save

9. Disconnect and Reconnect token to reinitialize token with new driver.

MNICDSign Info *

@ Your driver selection was saved successfully.
Please remove & reconnect the USB token to reinitialize.

OK

1.3. RemoveNICDSign

To uninstall NICDSign, open Control Panel, clickon Programs and Features. Search for NICDSign and
then click Uninstall.

2. Browser Configuration

The browser must be configured prior to the use of NICDSign tool to configure the browser to trust
the NICDSign Client. The configuration for the browsers are given below.

2.1. ModzillaFirefox
1. Open Mozilla Firefox and type the following in the address bar and press enter.

about:preferences#privacy
2. Scroll down to view the Certificate section and click on the View Certificates button to open the

certificate manager.
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T Optems x

mox

€ Ui aboutpeefersncesepenacy ¢ Q 0 & A O &

oo sdooh o @
Security Llevces

Clear Now

Offline Web Content and User Data

Your appication cache is curtently using O bytes ¢

faceptions

3. Inthe Certificate Manager popup, click on the Authorities tab and then click on Import button.

Certificate Manager x

Your Certifecates Peaple Servers Authorities Orthers

¥ou heve cerihcates on hle that wentily these certihicate authonbes:

Cartifhcate Mame Seauntly Devioe ]
w AT Camerfirma 5.4 s
Chamber of Commaerce Roct - 2008 Builtin Object Taken
Glokal Chamberagn Reat - 2008 Buitin Qbyect Taken
w AL Camirherms 55 CIF ARZSTA3IET
Camerfirmna Chambers of Commerce Boot Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token
~ ALY
ACCVRAITY Builtin Object Token
w fctalis S.p A 0033 SES2056T
ctale duthentication Foot Ci Builtin Object Token v

QK

4. Browse to NICDSign/ssl folder and select the rootCA.crt file and click on the Open button.
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& Select File containing CA certificate(s) to import X

- S <« DSC SignerV.1.0 » DSCSigner » ssl w O Search ssl ye
Organize « Mew folder - [N o
I Desktop ~ Mame Date modified Type
¥ Downloads 5l dscsigner.dev.crt 06-12-2017 16:21 Security Certificate
|=| Documents =l rootCh.crt 06-12-2017 14:11 Security Certificate
&=/ Pictures
documents
dsc

dscsigner.dev.ss

employee
¢ OneDrive
Documents
| Pictures
Projects wllz =
File name: | roctCA.crt v| Certificate Files (*.p7h;*.crt;*.ce ~

5. Check the Trust this CA to identify websites and click on OK button to complete the root

certificate export.

Downloading Certificate *

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "D5CSigner Root CA” for the following purposes?
Trust this CA to identify websites,

[] Trust this CA to identify email users.

[] Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

QK Cancel

6. The configuration is complete and now you can use Mozilla Firefox for digital signing using

NICDSign.
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2.2. Google Chrome

1. Open Google Chrome browser and type the following in the address bar and press enter:

chrome://flags/#allow-insecure-localhost

";‘ chrome:/fflags/Fallow-in %

& C | ® Chrome | chrome://flags/#allow-insecure-localhost

Allow invalid certificates for resources loaded from localhost, |50

Enable
. Click on Enable link to allow Chrome to securely communicate with NICDSign client. Now to

apply the settings and restart Chrome browser click on Relaunch Now button at the bottom of
the page

Your changes will take effect the next time you relaunch Google Chrome.

RELAUNCH NOW

3. The configuration is complete and now you can use Google Chrome for digital signing using
NICDSign.
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2.3. Microsoft Internet Explorer
1. Open Internet Explorer and click on the Tools menu and then click on Internet Options.

e & aboutblank ~ ¢ | | Search... D~

(& Blank Page =

b

2. Select the Content tab and then click on Certificates button

Internet Options ? x
General Security Privacy Content  Connections Programs — Advanced
Certificates
lUse certificates for encrypted connections and identification.
Clear 551 state E Certificates i Publishers
AutoComplete
= AutoComplete stores previous entries Settings
= on webpages and suggests matches
for you.
Feeds and Web Slices
E Feeds and Web Slices provide updated Settings
2 content from websites that can be
read in Internet Explorer and ather
programs.
Ok, Cancel Apply
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3. Now click on the Trusted Root Certificates tab and click on Import button.

Centficates *

Intended purpose: <All> w

Intermediate Certificaton Authoribes  Trusted Root Certification Authorities  Trusted publ + | *

Lzsued To

Friendy Name £

Issued By Expirabo...

gl addTrust External ... AddTrust External CA... 30-05-2020  The USERTrUSE ...

5l ealtmore CyberTru,.. Baltmore CyberTrust ... 13-05-2025 DagiCert Baltmor...
Eglcca inda 2011 CCA Incia 2011 11-03-2016 QCA India 11

'_.JECA India 2014 CCA India 2014 05-03-2024 <MNone>
CRlCCa Inda 20155PL  CCA Indis 2015 9L 29-01-2025 CCA Inda 2015
CalCCA Mawsitius 2012 CCA Mauritius 2012 09-05-2022 <hone>

Colcertum ca Certum CA 11-06-2027 Certum

ColCertum Trusted Ne...  Certum Trusted Nebw...  31-12-2029  Certum Trusted ...,

| SglClass 3 Public Prima... Class 3PublicPrimary ... 02-08-2028 VeriSignClass 3... ¥ |

Remave

4. The Certificate Import wizard, click on Next button.

£# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network.
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.
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5. Browsethe rootCA.crt file provided in the NICDSign\ssl folder and click on Next button.

x

€ &¥ Certificate Import Wizard

File to Import
Specify the file you want to import,

File name:
C:\DSC Signer V. 1.0'DSCSigneriss\rootCA. crt] Browse...

Mote: Maore than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {,P7E)
Microsoft Serialized Certificate Store [(55T)
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6. Click Next on the following screen

& ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store!

Certificate store:
| Trusted Root Certification Authorities

Browse...

7. Then click Finish button

& ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘fou have specified the following settings:

(g )i ey o e mia s MBS Trusted Root Certification Authorities

Content Certificate

File Name C:\Users\nicsi\OneDrive \Projects\GST \docs \devidsc),
£ >
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8. Click on Yes inthe following dialog

Security Warning

You are about to install a certificate from a certification authority (CA)
! claiming to represent:

D5CSigner Root CA

Windows cannot validate that the certificate is actually from
"DSCSigner Root CA", You should confirm its origin by contacting
"D5CSigner Root CA", The following number will assist you in this
process:

Thumbprint (shal): CATE4932 397DB0LT 233CCE2TE DOBAASAD
2D35DABD

Warning:

If you install this roct certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Yes Mo
9. The following message will be shown. Click OK.
Certificate Import Wizard >
o The import was successful.

0K

10. Now you can use internet Explorer for digital signing using NICDSign.
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